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Research on High—Risk Adversarial Test Case Generation Method for
DNN Systems
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Abstract: The security testing capability of software systems with deep neural networks (DNNs) as the core is particularly important in high—
risk scenarios, as severe misclassification may lead to major failures. To this end, based on the SCSM matrix, Gaussian kernel functions are
introduced to smooth out class differences, and error severity levels are controlled by adjusting parameters; At the same time, using confi-
dence weighted severity indicators and combining layer by layer backpropagation to filter key pixels and add perturbations to enhance the im-
perceptibility of adversarial samples. The experimental results on multiple datasets show that when the imperceptibility indicators are similar,
the proposed method generates better ADM values for test cases than the baseline method, especially with an ADM improvement of about 23%
on STL-10 dataset, indicating a stronger ability to trigger serious errors. This method can generate test cases with different risk levels based on
testing requirements, effectively revealing the deep flaws of the DNN model and providing accurate and reliable data support for safety critical
system testing.
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Fig.1 Flow of the FGHD-adyv algorithm
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Table 4 Comparison of adversarial efficiency under similar impercep-
tibility of STL-10 dataset
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FGSM 35.72 0.232 88.6
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Fig.2 Classification result category statistics chart
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